Speakers for sound and voice output

Computers can output
both music and

speech to speakers

or headphones.
Synthesised speech
output, generated from
a computer program,
can be particularly
useful for blind users
where passages of

text or figures from a
spreadsheet are spoken.

One common example of speech synthesis is used by telephone number enquiry
services. When you call them, the operator searches a computer database and
locates the number you need. A computer then reads this number out to you by
saying, “The number you require is..."

Control devices

When computers are used to control the movement of mechanisms and
machines, the output devices are switches and actuators. The tiny output signals
from a computer can be electronically amplified to control a broad range of
devices, such as the following:

A computer can be connected to switches and relays to turn electrical appliances
on and off. A computer can operate a valve to control fluids, for example, the
flow of water into a washing machine, chemical flows in a chemical plant, or the
distribution of drinking water.

8-20mm LEDs are small
— electronic
| | components
which emit
light when

a voltage is
placed across
them. LEDs
are also used
to display the
logic state
(ON and OFF)
in control applications.
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CAD packages are used by designers,
engineers and scientists to design many
things including buildings, cars, chemical
plants, circuit boards, computers,

and machinery. CAD software is

often complex and requires powerful
computers to run it.

CAD packages have many special

features. These include:

e displaying a three-dimensional, ‘solid’
version of an object

e displaying a rotating object from
different angles

® ‘suggesting’ suitable materials for
constructing an object to provide the
strength and flexibility required

e calculating the stresses and strains in
a structure and warning the designer
of weaknesses

¢ simulating and testing a design, for
example, testing the operation of an
electronic circuit board with inputs
and outputs.

Using CAD software enables drawings
to be done more quickly. Changes can
be made without having to start the
whole drawing again.

Parts of drawings that are needed

more than once can be copied. Many
companies have large libraries of
drawings held on disk which can be
retrieved and modified very rapidly. Fine
detail can be achieved by zooming in
on the drawing, and the tedious task of
shading can be done automatically.
Using a computer network, a number
of designers can work on the same
project at the same time and employees
throughout the company, from the
board room to the shop floor, can
access drawings via their workstations
to assist them with their work and
decision-making.

Computer aided manufacture (CAM)

Computer aided manufacture is a process
of aiding production in manufacturing
companies by using computers to
operate machines. Some machines shape
materials; four common processes are

lathing, milling, drilling and pressing. Other

machines transport the goods between
one process and the next, and computer-
controlled robot arms may be involved in
spraying paint or welding joints

The most effective method of production
is to design products using a computer
aided design package and then pass

instructions directly from this package to
the machines which are manufacturing
the product. Data from the design
software is translated into instructions
for guiding the lathes, milling and drilling
machines and presses. This whole process
is fully automated. The introduction of
these systems into the manufacturing
industry has:

e resulted in faster manufacture as
machine settings are made directly
from the design plans

* reduced the demand for
machine operators

e created a demand for skilled
computer operators.



The data held on a computer is often much more valuable than the computer itself.
In business, for example, computers are used to hold data on customers, sales, stock
and finances, and to lose this would be very serious.

Network security

When computers are used on a network, the network manager has to ensure that the
data on the network is secure. The data should only be accessed by authorised users.
Restrictions can be set to limit access (ie which users can read the data, change the
data, delete the data and/or add new data). These access rights are associated with

a user 'ID" or identifier. A user must enter a valid user ID and password in order to
access the network. The computer can then keep track of the transactions performed
by each user ID. Passwords should be kept

secret and changed regularly. In addition,

computers should be kept in locked rooms Hackers
and laptops secured in lockable cupboards. _
Data protection laws (57> govern data security. A hacker breaks encryption and

passwords to gain unauthorised
entry to computer systems.
Some hackers can do an
enormous amount of damage
(57». They can change
important data or add text and

images that might damage
Passwords and encrypting data a company's reputation.
Many files can be made more secure by Computers that are accessible
adding a password. Take care if you use this over networks are at most risk
feature, as you will not be able to open the file from hackers. Not all hackers
if you forget the password! Some companies cause harm; ethical hackers
use encryption software to prevent stolen data help to highlight gaps in
from being read. security and alert organisations

to possible security risks.

Computer viruses

( )
A computer virus is a small program
that is transmitted across a network or ComPUter fraud
< passed to the computer on disk. There Computer fraud is when
M are thousands of different viruses and someone illegally uses
< more are being created by people intent computer data for their own
O on damaging other people's computer advantage. It is a bigger
systems. Most viruses are transmitted problem than most people
S across the Internet, often as email think, because it is sometimes
(@) attachments (4. Some spread rapidly difficult to prove and
because when they infect a computer companies do not always
> they are programmed to transmit report it, for fear of damaging
.'I= themselves to all the users in that their reputation. Because it
o person's email address book. Good anti- is easy to make a change to
= virus software protects a computer, but data in a computer without
o new viruses still cause damage costing people noticing, ‘transaction
B millions of pounds. In 2007, anti-virus log files' are used to
wn software was checking for over 250 000 record every change that
specific viruses. L operators make.
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NETWORKS

A single computer (or stand-alone computer) is a useful tool for work and leisure
activities but when it is joined to other computers in a network, it becomes much
more powerful. Users can communicate across a network and share data and

peripherals with other users.

Peer-to-peer network

In homes and small offices, a peer-to-peer network can be set up. In this type of
network, the computers communicate directly with each other and every user
decides which files they want to allow others to have access to. A peer-to-peer
network enables users to share an Internet connection, a printer, files such as
music and photos and data such as documents and spreadsheets, and to play

multi-player games.

-
A typical home network

In homes, there may be a
mixture of a wired and a
wireless network, as shown in
the diagram. In this example,
the wireless router (also known
as an access point) is connected
to the broadband Internet
connection by a wire.

A fixed desktop computer that
is physically close to the router
is connected by a wire. The
other computers have wireless
adapters built into them and
use radio signals to transmit
and receive data. The fixed
desktop computer has a printer

Wireless laptop

Wireless desktop computer

Cableé)r DSL

Phone or cable
jack E’f
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Printer

modem
Wireless gy m
router n

Wired desktop computer

connected to it that is shared with the other computers.

Advantages and disadvantages of wireless networks

+ More mobile — A laptop can
access a network anywhere
in range.

+ More flexible — Computers can

be moved without recabling.
+ Less expensive to install
+ Easier to add more computers

+ Safer — There is less risk of
tripping over trailing wires.

= Interference — Other devices may
interfere with the network.

— Security — Unauthorised access is
more likely.

= Signal lost — Something moving
into the transmission path can
interrupt the signal.

= Limited by battery power —
Additional power consumption
reduces the time a laptop can
operate on a battery.




APPLICATIONS OF ICT
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The use of ICT is essential in a modern police force. Every day, police officers require
information about stolen goods, criminals and vehicles. They may need to check
fingerprints found on a stolen car or check a DNA sample from a murder. This data is
all held on computers.

There are 43 police forces in England and Wales, each with their own computer
systems. These individual forces are able to share data with other forces across wide
area networks . A central computer centre — the Police National Computer (PNC)
— also makes valuable data available.

Police communications

With the advances in the technology
of mobile telephones, police officers
are being equipped with new radios.
With these radios, officers can directly
access criminal and vehicle databases
held on computer, and both the voice
and data signals are securely encrypted
making them safe from eavesdroppers.
The officer's location on patrol can be
monitored at the police station and

an emergency button on the radio can
be used to summon help. The radio
network also provides wide national coverage allowing officers to communicate
with other forces across the country with a strong, clear signal.

Automatic number plate recognition

If the police wish to check the details of either a vehicle or its owner, then they
can look them up in the database of vehicles on the computer. Each record in the
database uses the vehicle's registration number as a unique key field (12». Now,
with the advances in digital image decoding software, vehicle registration plates
can be recognised by
the computer as they
pass a camera. These
cameras are mounted
by the roadside and in Police
the back of police patrol National
vehicles. Full details for Computer
every vehicle are returned
from the computer in
seconds and, if matches
are made with stolen or
suspect vehicles, details of
the vehicle's location are
passed directly to police
patrol vehicles. More than
100 000 vehicle checks
can be processed each
day using this system.




Data protection

The 'right to privacy' is a right we all expect. We do not expect personal details such
as our age, medical records, personal family details, political and religious beliefs to
be freely available to everybody. With the growth of information and communication
technology, large databases are able to hold huge quantities of information and
global networks are able to share and distribute this information around the world
in seconds. In many countries, laws have been introduced to protect people and
their personal information. In Europe, these laws are based on the Convention for
the Protection of Individuals with regard to Automatic Processing of Personal Data
signed by the Council of Europe in 1981. In the UK, the law is the Data Protection
Act 1998. Under this Act, if any person, organisation, company or business wishes
to hold personal information about people, they must register with the Office of the
Information Commissioner.
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Personal data

Personal data is data that can identify a living person and allow an opinion
to be expressed about that person. For example, just a name and address is
not considered personal data. If the data also includes their date of birth and
earnings, that is considered personal data.

The data can be further classified as 'sensitive’ personal data if it includes
details of a person's:

e racial or ethnic origins o religious beliefs
¢ political opinions ® trade union membership
e physical or mental health or condition e sexual life.

Personal data principles

unauthorised and E for the purpose
unlawful processing )

6 be processed / \
within the rights 4 be accurate

of data subjects and up-to-date

(o] A summary of the basic principles is shown below. Personal data must:
(oD 1 be processed fairly and lawfully
- 8 not be transferred
e outside the European 2 be obtained for
O Economic Area unless specified and
- adequate protection lawful purposes
< for the rights of data\

subjects is ensured
wn
- 7 be kept secure 3 be adequate,
3 against loss, relevant and
5 damage and not excessive
o
S

5 not be kept longer than necessary
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