ICT Safety, Security and Administration

The Internet

The Internet is radically changing the world of computing and no publication on ICT
administration would be complete without a section on it.

Basically, the use of the Internet in schools falls into two areas:

e use by yourself to help you run the computing facility
e use by students.

The Internet as a support tool

The Internet provides a wealth of useful technical information and support for ICT staff and no
school should be without it in this capacity. If this is not possible at the school itself, then try to
find some form of agreement whereby a home Internet account is sponsored for you by the school.

Most software and hardware manufacturers run Web sites which offer support for their products in
the form of:

e Updated drivers — the company may have written improved drivers for your hardware (be it
a printer, network card or whatever) and these are often made available free of charge on the
Internet. (The idea being that you can only make use of the software if you have already
bought the hardware anyway.) These updated drivers often include fixes for bugs or
incompatibilities and installing them is often worthwhile if you have some strange hardware
problem. This is particularly true for old hardware which may have drivers originally intended
for a different operating system.

e Bug fixes — should a piece of software need updating for some reason then the company may
place a software patch on the Internet which will modify the installed program when you run
it on your computer.

e Lists of known problems — the user base of most modern hardware and software is now so
large that the chances are that someone else has come across the same problem that you have.
Many sites have searchable databases of known problems (and their solutions) that have
cropped up with their products.

These are all invaluable in helping to track down and resolve problems with your installation.

In addition, demonstration versions of programs are often available, enabling you to try before you
buy, and shareware (see page 32) can be easily located and acquired. While software is dealt with
as a separate section in this pack (see Software, page 30), it is worth noting at this point that there
are literally hundreds of shareware packages and utilities available from the Internet to perform a
host of technical tasks, from file compression to fault diagnosis, at minimal cost.

Most manufacturers’ sites can be found very easily through search engines. Additionally, many
computer magazines have extensive Web sites which not only contain reviews of equipment, but
also pages of links to other useful sites.
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Controlling Internet access

Much has been made in the media about the existence of Web sites that are
unsuitable for children. Some people demand that such sites be banned, while others
argue for the right to free speech on the Internet and say that it cannot be controlled
anyway, so why try? Either way, it is important to be aware that there is some
Internet content that would be censored if it appeared in other media such as films or
print, and that parents should be able to control whether their children have access to
such material or not.

Filtering software

Filtering software is software that can be installed on a computer to try and control
the material that is downloaded to that computer from the Internet. These programs
can usually allow different levels of access to the Internet for different users and
these settings can be password-protected. It is essential that the password is kept
secret and that the person installing the software has read the manual carefully so as
to fully understand the level of access that is being granted.

The software works in one (or both) of two ways. The first is to check the Web site
for ‘banned’ words such as ‘sex’ or ‘xxx’ in much the same way as a search engine
would scan a site for desirable content. The list of banned words can normally be
edited. The problems with this method are, firstly, that the banned words could be
part of another word (eg Sussex) and acceptable sites may be blocked. Secondly,
there is no guarantee that an unsuitable site will have one of the banned words in
its title.

The other way of filtering content is to have a list of unsuitable sites and check the
name of any site against those in the list. The problem here is that the list needs to
be regularly updated as sites move and new ones are created. Hence, the software
needs to be properly supported and new lists should be easy to obtain (preferably
from the Internet itself).

However, neither method is perfect so here are a couple of ways in which teachers
or parents can check the sites that have been visited.

Cookies

Cookies are little lumps of data left on a computer by the Web site when it is visited.
These are widely used by Web sites for a variety of purposes including tracking
repeat visitors, holding shopping basket information and storing passwords, etc.

The cookies include the name of the server which left them so a quick examination
of the cookies will give an indication of the sites that have been visited. (This does
of course assume that the site has left a cookie.)
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